Abstract. Failures will be occur inevitably because Wireless Sensor Networks (WSNs) are randomly deployed in a hostile nature environment. Therefore, considering faults in WSNs is essential when we design WSN. In this paper, a SEC-DED (Single Error Correcting-Double Error Detecting) code and the implementing method is presented. Proposed code scheme is suitable for the WSN. Also, this paper classifies fault model in the sensor node. Proposed SEC-DED code has improved area-overhead more than 50% compare with conventional SEC-DED codes.
Introduction
The development of semiconductor technology has led to the scaling down of feature sizes and lowering of operating voltage. [1] From this, WSNs have emerged from the convergence of smart sensor technology, wireless communication, and processing technology. Especially, scaling down is effective for the low power operation because it allows sensor nodes to become smaller in size and be more efficient in power usage. [2] WSNs might be growing rapidly. Also, it will be employed in a wide range of new applications including various environment monitoring, such as earthquake, forest fire, battlefield surveillance, machine failure diagnosis, biological detection, home security, smart spaces and inventory tracking in the near future. [3, 4] WSNs are deployed randomly to a wide area which is unreachable from human activity area. So, they are exposed weakly to a hostile environment because they have a mission to monitor natural environment under power constraints and severe weather conditions. Even though under hostile environment, wireless sensor networks need reliable data collection and transmission to meet the mission of monitoring. Additionally, maintaining reliability of the sensor networks from the hardware failure is very important, because there is very little human intervention to repair or maintain the sensor network systems since deployed. [5, 6] As mentioned before, if a hardware failure occurs in the sensor node, the sensor node must be able to recover automatically. So, we need to apply the fault recovery technology which can detect error and correct error bits in WSN.
This paper proposed a reliability improvement methodology in the wireless sensor networks. First, this paper analyzes failure mechanism in wireless sensor networks. Second, new error correcting code is proposed which can correct single error data bit and detect larger than 2 bits error in the wireless sensor network based on the analyzed failure mechanism.
SEC-DED Code Implementation (Information length k = 16)
This paper proposed a Square code which is based on the Matrix type CRC code. [7] The proposed coding scheme essentially checks for the bit errors in the row direction and column direction by using the parity bits. In Table 1 it is shown the configuration of the code word, where n (= 24) is the length of a code word, k (= 16) is the number of information bits in a code word and p (= 8) is the number of parity bits. This code represented as (24, 16, 8). Code word is received to the receiver as following sequence:
code word (n) = d0 d1 d2 d3 p0 d4 d5 d6 d7 p1 d8 d9 d10 d11 p2 d12 d13 d14 d15 p3 p4 p5 p6 p7 (1) 
Error Correction block
The block which is correcting the error is implementation for the proposed Square (24, 16, 8) code is shown in the Figure 1 . According to the syndrome inequality in Table 1 , bit errors can detect. For example, if data d0 is corrupted, syndrome value S0/S2 will get logic high, and then S0/S2 will detect error in d0. In this case, the gate AD turns on the N1/P1 transistor, and then the corrupted data d0 will go through a transfer gate N1/P1. Finally, corrupted data d0 is corrected to the original value, which has a complementary logic value of d0. If there is no error, the gate ND turns on the N2/P2 transistor, and then the original data d0 will go through a transfer gate N2/P2. All of the single bit error among the data (d0~d15), it can be corrected as the same way. Table 2 shows the overhead comparison between the SEC-DED code and conventional code. SEC-DED code scheme has the best result in overhead. In order to compare the overhead, information length set to 64 bits. 
Results

Conclusion
This paper proposed a SEC-DED code which is appropriate to the WSNs. Usually, in a wireless sensor network, the size of the information is small because data is includes sensed information only. Therefore, this paper shows the advantage of the Square code when we use it in WSNs for ECC. Proposed scheme has improved overhead than conventional code and it has very simple scheme in order to generate code word.
